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1. Introduction

1.1 Overview

File Transfer is a powerful, yet simple method of providing your company with the
ability to exchange (send and/or receive) files with KeyBank utilizing a ‘Web Based
File Transfer’ protocol.

By using drop and drag functionality, authorized KeyNavigator users can send files
to Key that are resident on a user’s PC or a company LAN / Shared Drive.
Conversely, users can retrieve files from Key to be processed by systems that your
company uses.

Users are authorized to send and/or receive specific file types (i.e. ACH vs.
Lockbox). Additionally, users who are submitting sensitive information for things like
payroll processing can mark their files as ‘Confidential’ in order to prevent other
users with access to that file type from viewing the contents of a file.

File Transfer also has a separate area to be used when you are setting up new file
types for exchange. You will send and/or retrieve test files while you are working
with our onboarding teams. Files sent and/or retrieved via this testing area are done
outside of Production environments.

1.2 FilesYouCanExchange

File Transfer can be used to send and/or retrieve the following file types. Please
note that file types not listed here must be exchanged using a Direct Transmission
(i.e. FTP, sFTP, AS2, etc.). Please contact your Payment Advisor for details on a
file type not listed below.

Send Files:

e Account Reconcilement (ARP)

e Automated Clearing House (ACH)
e Check Outsourcing

e Electronic Data Interchange (EDI)
e Wire Transfer

Retrieve Files:

Account Reconcilement (ARP)
Automated Clearing House (ACH)
BAI2 Intraday

BAI2 Previous Day

©2017 KeyCorp. KeyBank is Member FDIC.
All credit products are subject to credit approval. 170814-273767 3



KeyBank c ) File Transfer User Guide

Electronic Data Interchange (EDI)
Lockbox

Returned tems

Wire Transfer

2. Features
2.1 Streamlined Experience

e One Screen Shows All — Sending or retrieving files is integrated with file status

and history reporting. You do not have to go to a separate report menu to obtain
file information.

e File Retention — Files that have been sent or retrieved can be downloaded for
45 days. A File History (records of sent/retrieved files) is available for 180 days.

e Exchange Test Files — Separate screens / tabs are used to send and/or retrieve
files during the onboarding process for new files. Test environments are not
connected to production systems.

2.2 Manage Access

e User Entitlements — Users can be entitled to send and/or retrieve specific file
types.

¢ Confidential Files — Users who are sending confidential files can mark the file

as ‘Confidential.” This will prevent other users with access to that file type from
downloading or viewing the contents of the file.

e Audit Trail — Full audit details are provided. User information and date/time
details are provided for both sending and retrieving files.
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3. Screen Views

You access File Transfer by clicking on the File Services section at the top of the
KeyNavigator page. Then click on File Transfer.

= Logout

KeyNavigator” | KeyBank 0= % WMessage Center

@ Support ‘ ﬁ' Administration

Dashboard Reporting & Research Payables Receivables File Services Card Services Specialized Services

I File Transfer I >

File Services

Send KeyBank a variety of payment
orgination files or receive information
reporting or receivables files in order to
apply transactions to your back-end
systems.

3.1 File Transfer Home

The File Transfer home page will display any File Transfer specific news or
information. It also contains the System Availability, including deadlines for
submitting files and the times when files are available for retrieval.

File Transfer
Hoame Send Files. Fetrieve Files. Sarrd Test Films. Feastrisve Test Files

New Confidential File Checkbox Option

’-'lln Transfer now ncludes thtﬂ-p:m for a user to mark a file they are sendin riflchential
iy Tk Ry SRecabss §%8¢ uplasang § Tk vall privest AFar ulers Fom Ibtlﬂq' BBl 55 SSwWrlasd | il B il iR e Send Fiel relults Soreen

Did You Know?

¥ owr COMPEnTy Can mb;r_rb-l-mﬂl- wvakdaton emad notfcatons. These emads are gpenerated after 3 fle you subomst s valdabed for proper formattng
YWiow can alio recahve &n armal Rolcaton when your Sutbound files are ready for gickug. The following emal retficaticns Sre availabis

= 3\.-:-:-'“ ru:u\.ld-l "Sucoaid” 8nd "Succail with Wiamings'
= Bsject 3 “Fiepected” snd “Ermpty”

- F|Hﬁt.'u'lilhh 'Fnr Pk

i af ditereited Slaaie el your Company ASmmisiratsd SOMact poul Sompaiy 3 Traaiury Seniced ASvikor

= Emwil notifications are genecated for a particular fle - not a2 the use level - emails can be et o up o 2 erail addesses
= Ermaill notifcatons for nor-standasrd lomnaned inbound fles are not svaslable:

File Transfer Times - System Availability 24/7
Send File - Deadiine for Overnight Processing

ATH SD0PMET
EDi 230 PMET
ARF (Asssurt Racotsiimet) 11 D0PMET
Wil 830 PMET

Retrieve Files - Anytime After

A5 Fatumos 800 AM ET
EDi §00 AM ET
AR (Account Reconoilsment) 500 AMET
LB {Lockion B-00 AM ET (muttipis files throughout the day)
Ba2 Intradey 500 AMET
5-00 AN ET ME-S40T-N v -Cb-it-00
BT Prawious Doy 10:30 AM ET SOUT-AD-08 -8,

1130 AM ET AK

Fostumn lems: 800 AN ET
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3.2 SendFiles

The Send Files screen is where you can send files to Key; download/view
previously sent files; and view file status and history information.

Send Files

Retrieve Test Files

Send New File

— R
Fikes can be downlosded for 45 days after the fie was crasted. File nistory is svailsble for 180 dsys but 8 maximum dsie range of 45 dsys can be sesrched ats tme.
| + Downlosd Setected Fies | | ExportaliRecoris | | Export Displayed View ~
To view File Status History: sslect s file and right cli
Search all fields: | Enter keyword
File Name < . File Reference " n File Size Days Befora User ¥ .
O Status File Type % ARF Bank & ACH Point & T || e Cresied Date &
O Submitied TestCompanyACHInbound bt Automated Clearing House AP Pymis NYTESTING 543 4 SMITH, JOHN 01/04/20XX | 08:00:00 EST
O Submitied # TestCompanyARPinbound t Account Reconcilement Configential New York - 3260 430 4 JONES, MELISSA 01/03/20KX | 08:00:00 EST
[m] Submitied TestCompanyCOinbound bt Check Outsaurcing Rebsie Checks 400 E SIMPSON, JENNIFER 01/02/20%X | 08:00-00 EST
[m] Submitied TestCompanyEDiinbound txt Electronic Dats Interchange EDig28 2888 a2 SMITH, JOHN O1/D1/20KX | 10:45:00 EST
O Submitied TestCompanyWiresinbound.tt Wire Transfer Perines Dists 828 a2 JONES, MELISSA O1/D1/20KX | 10:20:00 EST
[m] Emor TestGompanyACHInbound b Automated Clearing House Payrail OHTESTING 543 20 SMITH, JOHN 01/01/20%X | 010:00:00 EST
[m] Ermor TestCompanyARPinbound. bt Acsount Reconcilement AP Checks Ohio - D101 430 15 JONES. MELISSA 01/D1/205% | 08:00-00 EST
O Expired TestCompanyARPInbound.bd Account Reconcilement Hourly Pay Colorado - 0818 47 0 System 01/D01/20XX | 08:00:00 EST
% File is confidential snd csn only be sccessad by the ussr who sant the fle. 1to8of8Records  [20[% [1]

To send a file, click on Send New File. Click Select File to choose the file you want
to upload, the file type, and enter a file reference (memo). You can also check the
Confidential File box if you want to prevent other users from downloading / viewing
the contents of the file. Click Send to submit your file.

Send File

Select File

Maximum File Size Limit: 50048

An asferizk (°) denocles a required fiald.

* File Type b File Reference

ICu:unﬁdentiEI File [+ |

Files maried sz confidential will appear in the file hiztory but can only be sccezzed by the vser who zent the file.

| Sand | | Close |
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When sending an Automated Clearing House file, please enter the correct ACH
Point for the file you are sending. The onboarding team will provide you with
this information during file testing.

Send File

Select File | “ou have selected file: U\ John'KTT'\File Transfer Module\FT Test Files\TestC ompanyACHInbound. txt

Maximum File Size Limit: 50048

An asferizk (°) denocles a required fiald.

* File Type | Automated Clearing House File Reference |

* ACH Point OHTESTING Confidential File |:|

Files maried sz confidential will appear in the file hiztory but can only be sccezzed by the vser who zent the file.

| Sand | | Close |

When sending an Account Reconcilement file, please enter the correct ARP
Bank for the file. The onboarding team will provide you with this information

during file testing.
Send File

Select File | “You have selected file: U:\WJohn\KTT\File Transfer Module\FT Test Files\TestCompanyACHInkound. txt

Maximum File Size Limit: S00MB

An geferizk (") denoles a required field.

* File Type Account Reconcilement i File Reference |
ARP Bank Great Lakes - 0101 L | Confidential File I:‘

Filez mared 55 confidenfial will appear in the file hiztory butf can only be scceszed by the weer who zenf the file.

| Send | | Close |
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To view the status of a file that has been sent or to view the history of the file, right
click on a file and then click History.

Send Files

Refrieve Test Files

From | " | To

* File Type | v |

Files can be downlosded for 45 days sfter the file was created. File history is availsble for 180 days but a maximum date range of 45 days can be searched at a time.

| 4 Downlosd Selected Files | | Export All Records | | Export Displayed View +
File Name ¥ n File Reference & n
(| Status File Type = ARF Bank ¥ ACH Paint
Submitted TestCompanyACH Inbound. bt Automated Clearing Hi MNYTESTI
Hist 1
O Submitted #* TestCompanyARPInbound. bt Account Reconcileme © fistory Mew York - 3260
D load Selected Fil
O Submitted TesiCompanyCOinbound.td Check Outsourcing ¥ Doniead 5= ==
|:| Submitted TestCompanyEDIInbound. bt
D Submitted TestCompanyWiresinbound tt Wire Transfer Partner Dists.
rmor ompany: nbound { m: aring House =1
O E TesiC ACHInbound b Automated Clearing Hi Payrall OHTESTI|
O Errar TestCompanyARPInbound. b Account Reconcilement AP Checks Ohio - 0101
D Expired TestCompanyARPInbound. bt Account Reconcilement Hourly Pay Colorado - 0618

# File iz confidential and can only be accessad by the user who sent the file.

File Status History

Filter | Enter keyword

Status User Mame Status Date
SUBMITTED SMITH, JOHM 01/ 20 | 08-01:00 EST
SAVED SMITH, JOHM 01120 | 08-00-00 EST
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3.3 RetrieveFiles

The Retrieve Files screen is where you can retrieve files from Key; download/view
previously retrieved files; and view file status and history information.

Files available from Key for downloading will be indicated as New in the Status

column. Files that have been downloaded by other users at the company will be
indicated as Downloaded in the Status column.

Files are available for downloading for 45 days. Files that have passed the 45 day

retention period will be indicated as Expired in the Status column. The file’s record
will remain in the system for 180 days from the original date and can be viewed by

using the search filter.

Retrieve Files A
Send Test Fies Retrieve Test Fies
Fem L a] L Ta]
Files can be downloaded for 45 days after the file was created. File history is available for 150 days but a maximum date range of 45 days can be searched at a fime.
| + Downlosd sekectea Fies | | ExportanRecorss = | | Expan Dispiayed view ~
Fie Name & Fie Reference &
a Status. File Type © File Size (Bytes) &
O ew TestCompanyACHOuthcund tet Autsmated Clearing House PASR.000017003 543 45 01/04/200X | 10:00:00 EST
=] New TestCompanyARPDutbound.txt PASR.000017002 430 o 01/0320X¢ 1 11:30:00 EST
=] New TestCompanyBAIPDOutbound bt PASR.000017001 400 m 01/0320X¢ | 10:00:00 EST
[m] New TestCompanyBANDOutbound.txt PASR.000017000 238 2 01/02720XK | 09:45:00 EST
[m] New TestCompanyEDIOutbound txt FASR. 000015880 oazs @ 01/02/20XX | 08:15-00 EST
[m] New TestCompanyLEXOuound et PASR 000018288 20528 @ 01/02/20XX 1 09:00-00 EST
[m} New TestCompanyRTNOUbouNd et Retumed ltems. PASR 000018887 7218 + UDH/20XX | 11:45:00 EST
O ew TestCompany\WirasOutbound txt Wiire: Transfer PASR.000016008 1020 4 0101200 | 11:30:00 EST
m] T T e e r—— mae mmeE = = SIS e
[m] Downloated TestCompanyARPOutbound.txt ‘Account Reconciement PASR.000015884 & o 01/01/20XK | 09:00:00 EST
[m] Expired TestCompanyARPDutbound txt ‘Account Reconciement PASR.000015083 145 [ 01/01/20XX | 09:00:00 EST

Tio110f11 Records  [20[ M
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To view the status of a file that has been sent to you by Key, or to view the history of
the file, right click on a file and then click History.

Retrieve Files

Zend Files Retrieve Files Send Test Files Retrieve Test Files.

From |L| To M

* Filz Type | e |

Files can be downloaded for 43 days after the file was created. File history is available for 180 days but 2 maximum date range of 45 days can be searched at 3 tme.

| 4+ Download Selected Files. | | Export All Records = | | Export Displayed View =

File Nams < Filz Refel -
i E— — -
E Mew TestCompanyACHOutbound. tit Automated Clearing House g 17003
| Mew TestCompanyARP Outbound. tet Actount Reconcilement 5y O§ 17002
O Mew TestCompanyBAIPDOutound b EAIZ Frevious Day S =S o 17001
| Mew TestCompanyBAIDCutbound bt T SO 7000
D Mew TestCompanyEDIQutbound txt Electronic Data Interchange PASR.0DO015889
| Mew TestCompanyl BXOutbound txt Lockbox PASR.ODO0158883
D Mew TestCompanyRTNOutbound. tet Returned liems PASR.ODO01GE8T
| Mew TestCompanyWiresOutbound tt Wire Transfer PASR.ODO015688
| Downboaded TestCompanyACHOutbound tet Automated Clearing House PASR.DDO01GB85
| Downloaded TestCompanyARF Outbound. tet Account Reconcilement FASR.DD0015684
| Expired TestCompanyARF Outbound. tet Account Reconcilement PASR.ODO015883

File Status History

Filter | Enter keyword

Status User Mame Sfatus Date
DOWNLOADED SMITH, JOHN 020 | 08:30:00 EST
DOWNLOADED JOMES, MELISSA 0120 | D8:05:00 EST
MEWY 0120 | 08:00:00 EST
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3.4 SendTestFiles

The Send Test Files screen is where you will transmit files during the testing /
onboarding phase of implementing new services. Files sent via the test screen are
not processed in production systems. They are used for validation purposes only.
You and KeyBank onboarding personnel will agree to a ‘move to production’ date
once both parties agree file testing has been completed.

Send Test Files

Send Files Retrieve Files Send Test Files
- Important Test Information:
EALEAE Files sent from this screen are for testing and validation purposes only and will not be processed. Once file testing and validation are complete, files can be sent using the send files tab.
From | Lo ] T Lo ]
* File Type | - |

Files can be downloaded for £5 days after the file was created. File history is available for 150 days but 2 maximum date range of 45 days can be searched at 3 tme.

| 4 Download Selected Files | | Export Al Records = | | Export Displayed View
File Name ¥ Filz Reference ¥
O Status File Type = ARP Bank ACH Paint & ®
O Submitted TestCompanyACHInbound. bt Automated Clearing House AP Pyrnts NYTESTING
O Submitted % TestCompanyARFinbound. it Account Reconcilement Confidential Mew York - 3280
O Submitted TestCompanyCOlnbound. tet Check Quisourzing Rebate Checks
O Submitted TestCompanyE Dilnbound txt Electronic Data Interchange EDI&28
O Submitted TestCompanyWiresinbound. txt Wire Transfer Partner Dists.
O Emor TestCompanyACHInbound. bet Automated Clearing House Payrall OHTESTING
O Emor TestCompanyARP Inbound tx Account Reconcilement AF Checks Ohio - 0101
O Expired TestCompanyARP Inbound Account Reconcilement Hourly Pay Colorado - D612
% File is confidential and can only be accessed by the user who sent the file.
©2017 KeyCorp. KeyBank is Member FDIC.
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3.5 Retrieve TestFiles

The Retrieve Test Files screen is where you will retrieve files during the testing /
onboarding phase of implementing new services. Files retrieved via the test screen
are not processed from production systems. They are used for validation purposes
only and should not be ingested / processed in your production systems. You and
KeyBank onboarding personnel will agree to a ‘move to production’ date once both
parties agree file testing has been completed.

Retrieve Test Files

Send Files Refrieve Files Send Test Files

Retrieve Test Files

Important Test Information:

Files retrisved from this soresn are for testing and validation purposes anly and may not contain complets sczount information. Onca file testing and validation are complete, files can be retrisved using the ratrievs files tat

Fem I e L [e]
Files can be downloaded for 45 days afier the file was created. File history is svailable for 180 days but 2 maximum cate range of 45 days can be searched sta tma.
| 1 Download Selected Files | | Export All Records = | | Export Displayed View =
File Name % Filz Reference &
O Status File Type & File Size (Bytes]
O MNew TestCompanyACHOutbound txt Automated Clearing House FASR.000017003 543
O Mew TestCompanyARPOuthound.txt Account Reconcilement PASR.DD0017002 430
O Mew TestCompanyBAIPDOutbound bt BAIZ Previous Day PASR.000017001 400
O Mew TestCompanyBAIIDCutbound bt BAIZ IntraDay PASR.D00017000 2835
O New TestCompanyE D0utbound.txt Electronic Data Interchange: FASR.DD0012809 5928
O New TestCompanyl EXOutbound.txt Lockbox PASR.DD0018093 38B28
(] Mew TestCompanyRTMOuthound.txt Returned ltiems PASR.DDO018897 7218
O Mew TestCompanyWiresOutbound txt Wire Transfer PASR.D00018006 1020
O Downloaded TestCompanyACHOutbound bt Automated Clearing House PASR.DDD018005 8250
O Downloaded TestCompanyARPOutbound.1xt Account Reconcilament FASR.DD0012804 82
O Expired TestCompanyARPOutbound. txt Account Reconcilement FPASR.DDO018893 145
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