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Advanced Techniques Cybercriminals are employing more sophisticated methods, such as AI-driven 

attacks and deepfakes, to bypass traditional security measures.

Increasing sophistication in cyber and fraud tactics

Coordination and Collaboration Fraudsters often operate in organized groups, coordinating attacks to exploit 

system vulnerabilities more effectively.

Evolving Strategies Cybercriminals continuously adapt to new technologies and 

countermeasures, making it harder for static defenses to keep up.

––
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The Evolving Cyber and Fraud Landscape
––

Current Trends

20%
of respondents identified 

increasingly sophisticated 

fraud tactics as the leading 

cause of attempted fraud.

75%

of banks, fintechs, and credit 

unions are planning to invest 

in an identity risk solution to 

combat fraud.

62%

of surveyed banks said fraud 

most commonly occurs on 

mobile and online/digital 

services.

Source: 2024 State of Fraud Benchmark Report | Alloy

https://www.alloy.com/state-of-fraud-benchmark-report-2024


Deepfakes

How fraudsters power distrust 
and misinformation

Mobile Device Hacking

The vulnerability of 
smartphones
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The Evolving Cyber and Fraud Landscape
––

Emerging Threats

Artificial Intelligence

How fraudsters use AI to 

enhance cyberattacks



Deep Dive 
Next-Gen Fraud Tactics
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Artificial Intelligence

Next-Gen Fraud Tactics
––

AI cybersecurity and fraud threats

• Automated attacks: AI can be used to automate, and scale 

cyberattacks, making them more efficient and harder to detect.

• Advanced social engineering: AI can generate highly 

personalized phishing attempts by analyzing large datasets on 

potential targets.

• Vulnerability discovery: AI systems can be used to rapidly 

identify software vulnerabilities for exploitation.

• Evasion of security systems: AI can help malware evolve to 

avoid detection by traditional security measures.
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AI and deepfakes

Deepfakes and their role in social engineering

• Roles: Impersonation, phishing, fraud, disinformation, blackmail

• Impacts: Mistrust

• Prevention: Detection, awareness, verification

Next-Gen Fraud Tactics
––

“The tools and techniques for manipulating authentic multimedia are not new, but the 
ease and scale with which cyber actors are using these techniques are. …. 
Organizations and their employees need to learn to recognize deepfake tradecraft 
and techniques and have a plan in place to respond and minimize impact if they 
come under attack.”

- Candice Rockell Gerstner, NSA Applied Research Mathematician who specializes in Multimedia 
Forensics1

1. NSA, U.S. Federal Agencies Advise on Deepfake Threats, September 2023

https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3523329/nsa-us-federal-agencies-advise-on-deepfake-threats/
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Mobile Device Hacking

Next-Gen Fraud Tactics
––

1. Malware

2. Phishing 

3. Man-in-the-Middle Attacks

4. Exploiting Vulnerabilities

5. Social Engineering

6. SIM Swapping

Methods hackers use to compromise mobile devices

of phishing phishing sites now target mobile devices, and users 

are 6–10 times more likely to fall for SMS phishing attacks.80%

67% of remote workers admitted to failing to fully adhere to 
corporate cybersecurity policies.

1. Zimperium, 2023 Global Mobile Threat Report

2. Posey, C., and Shoss, M. Research: Why Employees Violate Cybersecurity Policies. Retrieved from 

https://par.nsf.gov/biblio/10490055. Harvard Business Review

https://go.zimperium.com/2023-global-mobile-threat-report


Defensive Strategies 
Are You Ready?



Defensive Strategies
––

New Technology and Training

AI and Machine Learning

Blockchain Technology

Advanced Encryption

Importance of staying ahead with cutting-edge 

security technologies

Regular Training Programs

Simulated Attacks

Security Awareness Campaigns

Continuous education and training for employees
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Defensive Strategies
––

Enhanced Security

MFA significantly 

reduces the risk of 

unauthorized access

User Confidence

Increases user confidence in 
the security of accounts

Reduced Fraud

Drastically lowers the 
incidence of account 

takeovers

Multi-Factor Authentication (MFA)
Benefits of MFA and other robust authentication methods
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Defensive Strategies
––

Transaction Centric

Transaction-centric fraud protection focuses on 

monitoring and analyzing individual transactions 

to detect and prevent fraudulent activities.

Identity-Centric Fraud Models

Identity-Centric

Identity-centric fraud protection prioritizes 

verifying the identity of users at every 

interaction point.



15

Defensive Strategies
––

Enhanced Fraud 

Detection

More effective at detecting 

sophisticated fraud

Improved User 

Experience

Reduces friction for 

legitimate users

Scalability

Easily scalable to handle 
growing user bases

Identity-Centric Fraud Models
Benefits



KeyBank’s Commitment to 

Fraud Prevention



Education:
What is KeyBank Doing?

Monthly articles and quarterly client 

newsletters.

Client education opportunities focused on 

cyber trends and scams.

Ongoing compliance and fraud education 

for employees.



All merchant services, credit, and leasing products are subject to credit approval, terms of service, and any applicable collateral requirement(s).
©2024 KeyCorp. All rights reserved. All trademarks, service marks, and trade names referenced in this material are the property of their respective owners

18

KeyBank offers the following to help you bank safely and confidently with the following:

What is KeyBank Doing?

Payment 

Protection

Positive Pay and 

Payee Positive Pay

Commercial Control 

Transaction Account

Combating 

Check Fraud

EPA – Block All

Universal Payments 

Identification Code (UPIC)

Electronic Payment Authorization 

(EPA) - ACH Direct

Stopping 

Electronic Fraud
Fraud 

Protection
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Q&A
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Visit key.com/cybersecurity for more resources and contact your Payment Advisor, Relationship Manager, and/or Banker for more information.

The information and recommendations contained here have been compiled from sources believed to be reliable and represent the best current opinion on the subject. No warranty, 

expressed or implied by KeyBank, is made to the absolute correctness or sufficiency of the information contained. This document is designed to provide general information only and 

is not comprehensive nor is legal advice. If legal advice or other expert assistance is required, the services of a competent professional should be sought.

KeyBank does not make any warranties regarding the results obtained from the use of this information. 240805-2719722

The Next Generation of Fraud is Here. 

Are you Ready?

––


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20

